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tobata-core

1-mech-node 505938124 vas
From bbsw-sogo

150.69.38.126/24 150.69.39.1/24 V39
150.69.2.3/24 v2 150.69.36.1/24 150.60.152.1/23  vi52

150.69.3.1/24 v3 150.69.154.1/23  v154
150.69.7.1/24 V7

150.69.10.1/24 v10 .

150.6932.101/24  v32 tovibnode o osiaes  va
150.69.34.1/24 v34 150.69.34.1/24 150.60.35.224 35
150.69.38.126/24 V38 150.69.34.3/24 150.69.36.3/24 V36
150.69.44.1/24 44 150.69.37.3/24 V37
150.69.60.1/24 v60

150.69.62.126/24 V62 4-node

150.69.97.1/24 vo7

150.69.123.3/24 vi23 \150.69.44.1/24 ::g‘:g':ﬁg: :22
150.69.157.1/24 vi57 150.69.44.2/24 SeUNe
150.69.159.1/24 V159 1806946124 va6
150.69.164.1/24 vi64

! 150.50.72.1/24  v72

From bbsw-lib 150.69.32.101/24 150.69.73.1/24 V73
150.69.32.102/24. v32 150.69.32.12/24 150.69.74.1/24  v74
150.69.51/1.24 V51 150.69.75.1/24 V76

150.69.56.1/24 V56

150.69.82.1/24 ve2 sogokyouiku-node
15069.85.254/124 85

150.69.84.254/24 84

150.69.86.254/24  v86 150.69-52.101/24 150.69.86.254/24 ves
150.69.32.11/24. g o0 v

150.69.87.254/24  v87 150.69.90.254/24 V90

150.69.89.1/24 v89

150.69.117.1/24 vi17
150.69.125.1/24 vi25 5-node 150.69.59.1/24 w5
150.69.126.1/24 v126

150.69.60.1/24 150.69.60.10/24 60
150.69.151.1/24 V151 180.69.129.1/24 126
150.69.163.254/24 V163 150.69.60.10/24 1:0‘69‘131 By Vit
150.69.165.1/24 vies 150.69.139.254/24 v139
150.69.166.1/24 v166 160,69 144 1724 iaa
150.69.166.1/21 viee 150.69.146.1/24 vi46
131.206216.1/21 V1216
sogo-s-node

From bbsw-svbl 150.69.61,10;2A V61
150.6032.103/24  v32 150.69.61.1/24 ::‘;Z::gz 1;2 "12‘;
150.69.54.126/24 v54 150.69.61.10/24 120.69.137 1724 "‘37

.69 v

19069691724 vos 150.69.138.1/24 v138
150.69.64.1/24 v64 150.69.143.1/24 143
150.69.91.254/24  v91 1069 149,112 VMQ
150.69.96.1/24 v96 -09: v
150.69.118.1/24 vi18 sogo-n-fl-2f-c
150.69.119.1/24 vi19 150.69.42.254/24 v42
150.69.121.1/24 vi21 150.69.91.254/24 150.69.53.254/24 v53
150.69.127.1/24 vi27 150.69.91.1/24 150.69.65.254/24 v65
150.69.156.1/24 V156 150.69.91.1/24 vo1
150.69.158.1/24 v158 150.69.124.254/24  v124

150.69.160.254/24 v160

From bbsw-isc
150.69.32.104/24 V32
150.69.61.1/24 v61
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tobata-core fw-tobata

v3 150.69.3.1/24

v7 150.69.7.1/24 tobata_mech-vdom
vio 150.69.10.1/24 150.59.38.1/24 V38
vz 150.69.32.101/24. R ® oot
vi23 150.69.123.3/24 150.69.152.1/23  v152
150.69.154.1/23 vi54
V156 150.69.156.1/24 L
tobata_civil-vdom
v151 150.69.151.1/24 150.59.34.3/24 v34
V158 150.69.168.0/21 15069.32.21/24 150.69.35.2124 V35
vi216 131.206.216.0/21 150.69.36.3/24 V36
150.69.37.3/24 V37
vi21 150.69.121.1/24
- 1506081 1724 tobata_control-vdom
vt 150.69.91.254/24 150.69.32.22/124 150.50.44.2124 Va4
150.69.45.1/24 Va5
150.69.46.1/24  v46
vied 150.69.164.1/24
vit7 150.69.117.1/24 tobata_material-vdom
V96 150.69.96.1/24 150.69.32.23/24 150.89.72.1/24 72
150.69.73.1/24 V73
v163 150.69.163.254/24. = 150.69.74.1/24  v74
150.69.75.1/24 V76
va2 150.69.42.254/24 32 150.69.118.1/24 vi1g
v tobata_dhs-vdom
V87 150.69.87.254/24
V160 150.69.254.1/24 T 150.69.52.24/24 150.59.89.1/24  v89
o
ve4 150.69.64.1/24 N 10Gbase-SR x2 b =3
V65 150.69.65.254/24 CJ \} <
ves 150.69.85.254/24 8 tobata_sys-integrated-vdom
= 150.60.32.25/24 :50 59.84. 25:/24 v84
vis7 150.69.157.1/24 ‘:g zg'gg 2: 4;23 "gg
vis8 150.69.158.1/24 e v
vi59 150.69.159.1/24
tobata_kiban-t-vdom
150.69.32.26/24 150.69.124.254/24 vi24
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150.69.51.1/24 vs1

15069.32.27/24 150.69.52.1/24 v52

150.69.53.254/24 V53
150.69.54.126/24 V54

150.69.56.1/24 v56

150.69.59.1/24 v59

150.69.60.1/24 v60

150.69.61.1/24 v61

150.69.62.1/24 v62

150.69.63.1/24 v63

150.69.128.1/24 vi28
150.69.129.1/24 v129
150.69.131.1/24. V131
150.69.132.1/24 v132
150.69.133.1/24 v133
150.69.134.1/24. vi34
150.69.135.1/24. v135
150.69.136.1/24 v136
150.69.137.1/24 v137
150.69.138.1/24 v138
150.69.139.254/24  v139
150.69.143.1/24 v143
150.69.144.1/24 vi44
150.69.146.1/24 v146
150.69.149.1/24 v149
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fw-izuka 131.206.1.254

iizuka-core 131.206.1.1

cse-node EFNOR

EX4550 untag: vlan 1001
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fw-iizuka 121.206.1.254
|| 106x2LAG
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BATRARAL W—TF12T +rw

[ micm J[ mkroz ] [ ces J 131.206.48~63.0/24
131.206.160~167.0/24

C) =) =]

fw-iizuka
121.206.1.254
./";
vlan1048~vlant3 131.206.1.1
vlarl116o~vlan116?§ iizuka-core
fw-iizuka <-> cse-node

E=TET ““-\

~

EX3300

ces-node = EX3300
EX3300

EX3300

EX3300

11: [HWILA Y AT LRI L2ARN R 7 L TR

Message meets Alert condition
Virus/Worm detected: JS/Nemucod.DTTUltr Protocol: SMTP Source IP: 188.86.106.150 Destination IP: 150.69.123.7 Email Address From:
SmithTabatha785@stevehaggerty.com Email Address To: jyokotak @jimu.kyutech.ac.jp http://www.fortinet.com/ve?
vn=JS%2FNemucod.DTTU%21tr
date=2015-12-11 time=05:30:38 devname=fw-kyutech devid=FGT1KC3913801090 logid=0211008192 type=utm subtype=virus
eventtype=infected level=warning vd="root" msg="File is infected." action=blocked service=SMTP sessionid=3116841181
srcip=188.86.106.150 dstip=150.69.123.7 srcport=52467 dstport=25 srcintf="vlan4008untrust" dstintf="vlan4008trust" proto=6
direction=outgoing filename="SCAN_invoice_09066969.zip" quarskip=File-was-not-quarantined. virus="JS/Nemucod.DTTU!tr"
dtype="Virus" ref="http://www.fortinet.com/ve ?vn=JS%2FNemucod.DTTU%21tr" virusid: )299 profile="smtp-antivirus" user=""
from="SmithTabatha785 @stevehaggerty.com" lo-“Jyokotak@umu kyutech.ac.jp" sender="SmithTabatha785@stevehaggerty.com"
reC|p|enl-"Jyokotak@ﬂmu kyutech ac Jp" analyti 1a4d06d83 fd4e7598007 725a3d71fe418b594"
itical

analy

Message meets Alert condition

Virus/Worm detected: JS/Nemucod.DTTUltr Protocol: SMTP Source IP: 190.192.185.90 Destination IP: 150.69.123.7 Email Address From:
StricklandHallie6860 @gursimran.com Email Address To: kohgakumk@jimu.kyutech.ac.jp http://www.fortinet.com/ve?
vn=JS%2FNemucod.DTTU%21tr

date=2015-12-11 time=05:28:44 devname=fw-kyutech devid=FGT1KC3913801090 logid=0211008192 type=utm subtype=virus
eventtype=infected level=warning vd="root" msg="File is infected." action=blocked service=SMTP sessionid=3116660255
srcip=190.192.185.90 dstip=150.69.123.7 srcport=2417 dstport=25 srcintf="vlan4008untrust" dstintf="vlan4008trust" proto=6
direction=outgoing filename="SCAN_invoice_42326721.zip" quarskip=File-was-not-quarantined. virus="JS/Nemucod.DTTU!tr"

irus" ref="http://www.fortinet.com/ve ?vn=JS%2FNemucod.DTTU%21tr" virusid: )299 profile="smtp-antivirus" user=""
SlricklandHaIIieG&GO@qurswmran com " to="kohgakumk@jimu.kyutech.ac.jp" sender="StricklandHallie6860@gursimran.com"

im="ed7! |96103cd7d65072fd491041a223b4b83834921 a43735f4a" analyti bmit=fal =50
crlevel:crmcal
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